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W ELCOME to the post-Cold War world of 
espionage. 

It is a world where famed Soviet dou- 
ble-agent Kim Philby and legendary CIA “mole” 
hunter James Jesus Angleton would be dazed 
and disoriented. _ 

It’s a world where even James Bond and his 
glorious, gadget-laden escapades appear old- 
fashioned. ' 

And where - as in the recent true-life tales 
told above — the quarry is more likely to be 
high-performance metals and fiber-optic sys- 
tems than missile silo placements. 

It’s also a world where the 

once cast-iron divisions be- ‘ M n 

tween friend and foe have 
vanished like sand castles in 
the desert. 1. 

The world of spying has 
changed totally - except for 
one thing: 

There’s more of it today k 
than ever. 

Despite the end of the cold 
war, the FBI says the same 
KGB-trained agents still troll 
for secrets among American 
government and private em- 
ployes engaged in sensitive 
work. Only now, the bureau 
says, spies are as likely to 
want to sell the secrets to 
raise much-needed cash than 
to utilize them. 

There are even more espio- 
nage players today, as each of 
the individual nations of the 
former Soviet Union field full 
complements of agents. 

“We haven’t seen a signifi- i 
cant reduction in espionage 
from other countries,” says 
William Gavin, the FBI’s dep- 
^ uty assistant director in 
\n charge of the bureau’s New 
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York office where some 400 


tions approved; last year 511 
were granted. 

“The Russians are still in- 
volved in clandestine activi- 
ties,” says Jim Fox, the for- 
mer FBI chief who broke the 
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-j'agents are devoted to 
< counter-intelligence activi- 
ties. 
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like to talk specifics when it , World Trade Center bombing 
3 comes to counter-intelligence case. “They are trying to re- 
52 efforts. But based on court cruit double agents, paying 
co approvals granted federal thousands of dollars for re- 
w law enforcement agencies to search.” 

3 snoop around foreign targets At the same time, in the in- 
s’ under the Foreign Intelli- .ternationalprivatesector.es- 
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trial espionage “is the hottest 
current topic in intelligence 
policy,” CIA chief James 
Woolsey told a U.S. Senate 
committee during his confir- 
mation hearings last year. 

And unlike the bad old days 


rate secrets have jumped by 
260% since 1985. 

In response, American 
firms have been on a security 
spending binge, doling out an 
estimated $70 billion this 
year for corporate protection, 
according to the American 
Society for Industrial Secre- 
cy. 

“Nations and corporations 
are looking for a strategic 
edge, a competitive advan- 
tage, n says Richard Heflfer- 
nan, a private security spe- 
cialist who conducted the 
1993 study for the FBI with 
fellow espionage expert Dan 
Swartwood. 
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Corporate Connection 

The involvement of foreign 
nations or companies in cor- 
porate black-bag jobs also 
has soared, up 350% in the 

last.decade* thejstudy, founded 
j Even the CIA has had to 
I shifygefjrs fa£eep up. Indus 
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when nations thought they at 
least knew who their enemies 
were, today’s profit-oriented 
espionage can come from < 
anywhere and anyone. In a * 
post-CoId War twist on the 
old Mad Magazine gag of “Spy 
vs. Spy,” the intelligence , 
community has become a lab- 
yrinth of spy vs. spy v§. spy vs. 
spy. ' 

American business execu- 
tives \vere stunned in 1991 
when the former chi^f of the . 
French intelligence service 
revealed that his agency had r 
routinely spied on U.S. exec- J 
utives traveling abroad. Ex- 
top spy Pierre Marion proud- 
ly confessed that his agency 
regularly bugged first-class 
seats on Air France so as to 
pick up conversations by 
traveling execs, then " 
“bagged” their hotel rooms to 
] ; r u niw&g&j ih r o ug h attache 
o leases. vc?. oil .nice* 'j ffv: . ** 
Thfe Frdnchi also- are appar- 




ently still at it. 

A corporate investigation 
by Heffernan, who operates 
his own firm based in Bran- 
ford, Conn., turned up evi- 
dence that the French had 
“bagged" a list of 49 Ameri- 
can firms using a top-secret 
chemical compound with mil- 
itary application. ; 

Big Bluff Failed 

. : • 

“A pair of French officials 
went to one of the firms, Dow 
Corning in Midland, Mich., 
and tried the ‘big bluff,’ ” 
said Heffernan. “They said 
they were NATO allies and 
used every trick to try and 
wheedle the information out - 
of the company’s scientists.” 

“We have to consider both 
friend and foe,” says the 
FBI’s Gavin. 

To meet the changing 
threat, Gavin recently pro- 
moted Thomas Pickard, a 
white collar crime expert, to 
head the New York office’s 
400-agent strong National Se- 
curity Division. 

Pickard, a quiet, poker- 
faced agent who once spent a 
year and a half undercover in 
the Abscam investigation, 
said that New York “remains 
the spy hub.” It’s the home of 
the United Nations and con- 
sulates from countries such 
as Cuba that. have 
fices in the country, he say&ftt 

“Military target iiigu had gM-T 


minished quite a bit, but eco- 
nomic and. technological es- 
pionage is very much on the 
rise,” Pickard says. T- / 

Spying also is easier, than 
ever before. \ 

New hi-tech equipment has 
made eavesdropping and in- 
terception so silent and sim- 
ple that many espionage vic- 
tims never find out they have 
been hit. 

“Stealing a fax can be done 
by a 14-year old,” says Heffer- 
nan. “All it takes is a ‘fax cap- 
ture board’ plugged into a 
PC.” 

Similarly, conversations 
over cellular phones, or sent 
by satellite dishes also are 
easily and regularly inter- 
cepted, experts say, with the 
use of a small scanner pur- 
chased at any electronics; 
shop. 

FBI officials say agents 
have discovered eavesdrop- 
pers pulled off by the side of 
Route 128 near Boston using 
hand-held scanners to listen 
in on messages sent by satel- 
lite by the many technologi- 
cal firms located there. 

No Immunity 

No one’s immune. In a re- 
cent interview with three top 
officials of the FBI, all three 
acknowledged that their cel- 
lular phone numbers had 
been “cloned” by thieves who 
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easily have been after bigger 
fish. “We tell firms not to talk 
about things they wouldn’t 
want known over cellular 
phones,” says Pickard. 

Some espionage tactics are 
more basic. Last month, the 
FBI alerted a company it 
would only describe as a “a 
major midtown Manhattan 
corporation” that it was the 
target of spying by a foreign 
country. 

“They didn’t believe us at , 
first,” says Pickard. “Then 
-jthey;stmte!d?<chec<kin^ ®dhle 2 
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one was picking through their garbage.” 

“We tell them that if they’re doing business on an 
international basis, they’re a target,” Pickard said. 

In an effort to aid potential victims, the FBI has 
retooled a security education program long aimed 
at defense Firms to assist any major corporation 
that has proprietary information it seeks to protect. 

Dubbed DECA — Development of Espionage and 
Counter-Intelligence Awareness — the program in- 
structs firms in the basics of security: checking em- 
ploye backgrounds, overseas travel tactics, safe- 
guards against computer hackers. 

As the CIA painfully learned in the Alton Ames 
case, where a long-time top employe was discov- 
ered to have sold secrets for years to the Russians, 
espionage experts say the most common spy threat 
is from disgruntled employes. 

Heffernan’s study found that insiders — disgrun- 
tled or former employes — were behind 58% of the 
reported industrial spy episodes. 

“It’s the ultimate economic violence,” says Hef- 
fernan. “Instead of punching out the boss, he hits 
him in the economic breadbasket. In an age of mas- 
sive lay-offs and downsizing, that’s the biggest 
threat.” 



